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Omnucanue aaropurMa Madryga
Kpunroananu3 anropurma Madryga

13.3. Aarorputm NEWDES

13.4. Anrorut™m FEAL
OnucaHue anroputMa FEAL
Kpunroananus anroputma FEAL
ITaTeHTHI

13.5. Aarorutm REDOC
Anroputm REDOC III
ITaTeHTHI U TULIEH3UN

13.6. Anrorut™m LOKI
Anroputm LOKI91
OmnucaHue aaroputMa LOKI91
Kpunroananus anroputma LOKI91
[TaTeHTHI M TULECH3UN

13.7. Anarorputmel KHUFU u KHAFRE
AuroputMm Khufu
Anroput Khafre
ITaTeHTHI

13.8. Anrorutm RC2

13.9. Aarorut™m IDEA
O630p anroputma IDEA
Onucanue aaroputMma IDEA
Ckopocts IDEA
Kpunroananus anropurma IDEA
Pexxumebl pabothl 1 BapuaHThl IDEA
IlpenocrepexeHue
ITaTeHTHI U TMLIEH3UN

13.10. Anrorutm MMB
besonacHocTh anroputmMa MM B

13.11. Anrorutm CA-1.1

13.12. Anrorutm SKIPJACK
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nasA 14. JIPYTUE BJIOYHBIE INN®PbI
14.1. Anroput™m 'OCT

Onucanue anroputma FTOCT
Kpunroananus anropurma 'OCT
14.2. Aaroputm CAST
14.3. Anrorut™M BLOWFISH
OnucanHue aaroputMa Blowfish
CroiikocTh asiropuTtma Blowfish
14.4. Aarorutm SAFER
Omnucanue aaroputMa SAFER K-64
AnroputMm SAFER K-128
Croiikocts anroputma SAFER K-64
14.5. Anroput™m 3-Way
OnucaHue aaroputMa 3-Way
14.6. Anrorutm CRAB
14.7. Anrorut™m SXALS/MBAL
14.8. Aaroputm RC5
14.9. JIPYTUE BJIIOYHBIE AITOPUTMBbI
14.10. TEOPHSI MPOEKTUPOBAHMS BJIOYHBIX LLIMPPOB
Cetu QeiicTens
ITpocThie COOTHOILIICHMST
IpynmoBas cTpykTypa
Crnabble KITIo4Yu
YcroitunBocTh K AuddepeHINaTbHOMY U JIUMHEHHOMY KPUIITOAHATIU3Y
IIpoexTnpoBaHue S-0JIOKOB
ITpoekTupoBaHue OJOYHOTO 1M ppa
14.11. Ucrionb30BAHUE OAHOCTOPOHHUWX XELI-OYHKIIUI
Anroputm Kapha
Aunroputm JIroos1—Pakodda
Indpp MDC
be3onacHocTh HMIMAPOB, OCHOBAHHBIX HA OJJHOCTOPOHHUX
XelI-(pyHKIUSIX
14.12. BHIBOP BJIOYHOI'O AJITOPUTMA

MaBaA 15. KOMBMHUPOBAHUE BJIOYHBIX HINOPOB

15.1. JIBOMTHOE IIM®POBAHUE
15.2. TPOMHOE LIM®POBAHUE
TpoitHoe MM poBaHUE C ABYMS KITIO9aMU
TpoitHoe mMbpoBaHUE C TPEMs KITFOYaMU
TpoiiHoe mudpoBaHue ¢ MUHUMaIbHBIM KiltouoMm (TEMK)
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15.3.
15.4.

15.5.
15.6.
15.7.
15.8.

PexxmMpbl TpoitHOTO I pOBaHUS

BapuaHThl TpoiiHOro mmdpoBaHuUs

YNIBOEHME JJIMHBI BJIOKA

JIPYTUE CXEMbBl MHOTOKPATHOT'O ITU®POBAHUS
JBoiiHoit OFB/cueTunk

Merton ECB + OFB

Cxema xDES'

ITaTtukpaTHoe muppoBaHue

YMEHBIIEHUE JUTMHBI KJTIOYA B ATTOPUTME CDMF
OTBEJUBAHUE

KACKAOHOE MMPUMEHEHME BJIOYHBIX ATTOPUTMOB
KOMBMHALMS HECKOJIBKUX BJIOYHBIX ATTOPUTMOB

naBA 16. I'EHEPATOPBI ICEBIOCIYYANHBIX TTOCJIETOBATEJILHOCTEM

16.1.

16.2.

16.3.

16.4.

16.5.
16.6.

1 ITOTOKOBBIE TN ®PbI

JIMHEMHBIE KOHTPYSHTHBIE TEHEPATOPHI
KoMOuHMpoBaHWe TMHEWHBIX KOHTPYSHTHBIX TeHEPaTOpPOB
PErucTPbl CABUTIA C IMHEMHOUW OBPATHOU CBSI3bIO
[TporpammMHble peanu3zauuu peructpoB LFSR
TTPOEKTMPOBAHMWE U AHAJTM3 TOTOKOBBIX IIU®POB
JInHeHas CI0XKHOCTD

KoppensinoHHast CTONKOCTb

Jpyrue ataku

ITOTOKOBBIE IIM®PbI HA OCHOBE PETMCTPOB LFSR
Ienepatop Iedde

O6006meHHEbI1 TeHepaTop [edde

TernepaTop A>keHHUHTCA

Ienepatop “crapr—cron” bera—Ilaiinepa
Yepenyromuiicss reHepaTop “crapT-cTon”
JIByCTOpOHHMUIi reHepaTop “crapT—cToIn”
IToporosrlit reHepaTop

CamorpopeXXBaIIe TeHepaTOPh
MHOTOCKOPOCTHOM reHepaTop CKaJIIPHOTO TIPOM3BEICHUS
CyMMuUpyIoIIUii reHepaTop

Ieneparop DNRSG

Kackan TosummanHa

CXyMarmIuii reHepaTop

CaMocxKMMaIoLIMi TeHepaTop

Inor AS

Anroeput™ HuGHEs XPD/KPD

521

521
523
526
532
534
534
535
536
536
537
538
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540
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16.7. Anroput™M NANOTEQ

16.8. AnroPuT™M RAMBUTAN

16.9. AlIUTUBHBIE TEHEPATOPHI
Teneparop Fish
Aunroputm Pike
Aunroput™m Mush

16.10. ArroPuT™ IXKNODOPIA

16.11. Anrorutm M

16.12. Anrorutm PKZIP
Hanexnocts anroputma PKZIP

FnaBa 17. JIPYTUE ITIOTOKOBBIE IIM®PbI 1 TEHEPATOPbI NICTUHHO

CJIYYAMHBIX MMOCJIETOBATEJIBHOCTEM

17.1. Anroputm RC4

17.2. Anarorutm SEAL
CeMelicTBO nceBaoCTydYaiHbIX (PYHKIIMM
OmnucaHue anroputMa SEAL
HanexHocts anroputma SEAL
[MaTeHTHI M TULCH3UN

17.3. Anrorutm WAKE

17.4. PETUCTPBI CABUTA C OBPATHOM CBSI3bIO IO MEPEHOCY
17.5. T1IOTOKOBBIE LIM®PLI HA OCHOBE PETUCTPOB FCSR

KackamgHble reHepaToOphbl
KombunupoBaHHbie reHepaTopbl FCSR

Kackang LFSR/FCSR ¢ cyMmmupoBaHeM/4€THOCTBIO

Yepenyrouecs reHepaTophl “cTapT—CcToI”
Cxxumarolie reHepaTopbl

17.6. PErMCTPBI CIBUTA C HEJJMHEMHOM OBPATHOM CBS3bIO

17.7. JIPYTUE TIOTOKOBBIE IIU®PhI
Ieneparop Ilnecca
IeHepaTop Ha OCHOBE KJIETOYHOT'O aBTOMATa
Teneparop 1/p
Anroputm crypt(1)
Jlpyrue cxeMbl

17.8. [IPOEKTUPOBAHUE TTOTOKOBBIX IIMD®POB HA OCHOBE

TEOPHUU CHUCTEM

17.9. IIPOEKTMPOBAHUE MOTOKOBKIX IIM®POB HA OCHOBE

TEOPUU CJIOXHOCTH
Ieneparop ncesmociyvarinbix yncen Ilamupa
Ieneparop batoma—Mukanu
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TenepaTtop RSA
Teneparop biaroma—baioma—Illy6a
17.10. IPYTUE MTOAXOJbI K TTPOEKTUPOBAHUIO MOTOKOBBIX ITIUPPOB
HIudp “Pun Ban Bunkib”
Pannomu3upoBaHHBIN ITOTOKOBEIN 1 p Jdnddu
Pannomu3upoBaHHBIN IIOTOKOBEIN 1 p Maypepa
17.11. KACKAA U3 HECKOJbKMX TMTOTOKOBBIX ILIU®POB
17.12. BbIBOP IOTOKOBOI'O [LIUMPA
17.13. 'EHEPMPOBAHUWE HECKOJIBKMX ITOTOKOB C TIOMOIIBIO OJHOTO
TEHEPATOPA MCEBJOCJIYYAMHBIX [TOCJAEJOBATEIbHOCTEM
17.14. 'EHEPATOPBI UICTUHHO CJIIYYAMHBIX MTOCITEJOBATEIBHOCTEM
Tabauubl cirydaiHbIX YK CEN
Hcronb3oBaHue CIIydaifHOTO IIyMa
Hcronb3oBaHue TaiilMepa KOMITbIOTEPA
WsMmepeHue 3anepKeK KJIaBUaTyphl
CMelleHUs U KOPPEISALUN
W3BiieyeHHast cay4ailHOCTD

naea 18. OIHOCTOPOHHUE XEII-®YHKIINT
18.1. OcHOBHI
JIMHBI OMHOCTOPOHHUX Xell-(hyHKIIMI
O0630p OMTHOCTOPOHHUX XelI-(YHKIUH
18.2. AIroPuT™M SNEFRU
Kpunroananus anropurma Snefru
18.3. Anroputm N-XELI
Kpunroananns anropurma N-xemn
18.4. Anroputm MD4
18.5. Aarorutm MD5
OmnucaHue aaroputMa MDS5
Crorikocth MD5
18.6. Anroputm M D2
18.7. Anrorutm SHA
OmnucaHue aaroputMa SHA
CroiikocTh airoputMa SHA
18.8. Anrorputm RIPE-MD
18.9. Anrorputm HAVAL
18.10. JIPYTME OQHOCTOPOHHME XEII-®YHKLIWH
18.11. OGHOCTOPOHHUE XELI-®YHKILIWU HA OCHOBE CUMMETPUYHbIX
BJIOYHbBIX AITOPUTMOB
CxeMbl, B KOTOPBIX JJIMHA XElI-3HAUYeHUS paBHa IJIMHE OJIoKa

579
580
581
582
582
583
583
584

584
586
586
587
589
590
590
591

595
595
596
597
598
599
599
602
602
603
603
608
608
609
610
613
614
614
615

616
617



A CopepxaHue
N

Monudunkaiuysa cxeMmsl JaBruca—Maiiepa
Cxema IIpenensi—boccenaepca—IoBapua—Banaesamie
Anroputm Kuckarepa—2Kupo
AnroputMm LOKI ¢ yaBoeHHBIM 0JI0KOM
TTapannensHas cxeMma IaBuca—Maiiepa
TangemMHast 1 cMHXpOHHas cxeMbl [IaBruca—Maliepa
Anroputmel MDC-2 u MDC-4
Xem-pyakuus AR
Xem-pyukusa FTOCT
Jlpyrue cxemsl
18.12. Ucrionb30BAHUE AITOPUTMOB C OTKPBITBIM KJIFOUOM
18.13. BbIbOP OAHOCTOPOHHEN XEILI-®YHKLIMU
18.14. Koabl AYTEHTU®UKALIMA COOBLIEHUI
Anroputm CBC-MAC
Anroputm MAA
JIByHampaBiaeHHbI anroputM MAC
Metonpr dxxyHeMaHa
Anroputm RIPE-MAC
Anroputm IBC-xemn
OpHocTopoHHSa xeur-pyHKuuss MAC
Anroputm MAC c ucrojib3oBaHHEM MOTOKOBOTO 111 pa

FnaBA 19. AJITOPUTMBI C OTKPBITBIMM KJIIOYAMM

19.1. OcHoOBHI
CTOMKOCTh AJITOPUTMOB C OTKPBITBIM KJIIOUOM
19.2. AITOPUTMBI HA OCHOBE 3AJIAYM OB YKJIAIKE PAHLIA
CBepxBo3pacTamlIne PaHIIbI
Co3zmaHe OTKPBITOTO KITI0Ya U3 3aKPBITOTO
[IudpoBaHue
Pacmmdpposka
[MpakTndecKue peaan3anun
CTOMKOCTh paHIIEBOTO METOIA
BapmaHTHI paHIIEBBIX aJITOPUTMOB
[TaTeHTHI
19.3. Anrorutm RSA
ArnmmapatHble peanuzanuu RSA
Ckopoctb paboTsel RSA
IIporpaMMHbIe YCKOPUTEIU
CrolikocTh anroputma RSA
Artaka ¢ nogo0paHHbIM 1M poTeKcToM Ha RSA
Ataka Ha RSA ¢ ucrnoabp3oBaHueM oo011ero moayist RSA
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Ataxka Ha RSA ¢ ucnoabp3oBaHMEeM MaJIOro IToKa3aTes MG poBaHUS
Araka Ha RSA ¢ ucnons30BaHUEM MaJIOro IoKasaTeJIsl pacinpoBKU
BriBoabl
Araka Ha mmndpoBaHe U HUMPOBYIO MMOANNCH C MCITOJIb30BaHUEM
anroputMa RSA
CraHgapThl
TTaTeHTHI
19.4. CxeMA [Tonura—XEUIMAHA
TTaTeHTHI
19.5. CxEMA PABMHA
Cxema YunpsaMmca
19.6. CxEMA Dnb-T'amang
TMoamucu 1o cxeme Dab-Tamas
IIndpoBanue mo cxeMe Dib-Tamansa
bricTponeiicTBue
TTaTeHTHI
19.7. CXEMA MAKDIMCA
Jlpyrue aaropuTMbl, OCHOBaHHBIE Ha JIMHEHHBIX KOJaX,
UCHIPAaBIIIOIINX OIINOKHA
19.8. KPUNITOCUCTEMBI HA DIUTUITUYECKUX KPUBBIX
19.9. Keuntocuctema LUC
19.10. KPUNITOCUCTEMBI C OTKPBITBIM KJIIOUOM HA OCHOBE KOHEUYHBIX
ABTOMATOB

nasa 20. AIrOPUTMBI HU®POBOJ IOJMUCHU C OTKPBITBIM KJIIOUOM

20.1. AIroPuT™ LM®POBOM noanucu DSA
Peaxkuys Ha 3asiBiieHUE
Onucanue DSA
Yckopstonie mpeaBapuTeIbHbIC BHIYUCICHUS
TeHepauus nmpocThix yncea DSA
[udpoBaHue o cxeme Dab-Tamans ¢ anroputmom DSA
[IudppoBaHue no aaroputMy RSA ¢ nomoliisio anroputma DSA
CroiikocTh airoput™Ma DSA
ATaku, HampaBJIcHHBIE Ha TTapaMeTp k
OrnacHOCTHY OOIIEro MOLYIst
CKpbIThIN KaHa B aaroputMe DSA
ITaTeHTHI
20.2. BAPUAHTH AlTOPUTMA DSA
20.3. Anroput™m uuaeproBoi noanvcu 'OCT
20.4. CXEMBI LM®POBOM MOANMMCH HA OCHOBE JTUCKPETHBIX JIOTAPUOMOB
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20.5.
20.6.

20.7.

CxeEMA OHra—IIHorpA—ITTAMMPA
Cxema ESIGN

CroiikocTb cxeMbl ESIGN
ITaTeHThI

KJIETOYHBIE ABTOMATHI

20.8. JIPYTUE ANITOPUTMBI C OTKPBITHIM KJTIOUOM

nasa 21. CXEMBI MIEHTUO®UKALINN

21.1.

21.2.

21.3.

21.4.

CxEMA DENTE—DPUATA—LLIAMUPA

YnpouieHHas cxema uneHTudukaum Peitre—Puarta—Illamupa

Cxema uneHtudpukaum Peitre—Puarta—Illamupa
ITpumep

VYay4ieHus mpoToKoIa

Cxema noanucu ®@uara—Ilamupa
VnyuieHHas cxema noanucu @uara—Illamupa
Jpyrue yaydiieHust

Cxema nneHtndukannuu Ora—OxamMoTo
ITaTeHTHI

CxeEMA IT'mnny—KHUCKATE

Cxema nuneHtudukanuu [mory—Kuckare
Cxema noanucu Inny—Kuckare

Heckouibko noanucei

CxeMA IITHOPPA

[TpoToKoa MpoBepKY NOATUHHOCTU

ITpoTokona undpoBoit moanucu

ITaTeHTHI

TTPEOBPABOBAHUE CXEM NIEHTUOUKALINUN

B CXEMBI TTOAITMCH

naBA 22. AITOPUTMBI OBMEHA KIIOYAMHA
22.1. Anrorutm Auoou—XEIIMAHA

22.2.

Anroputm Iuddu—XeimaHa c TpeMsi U 6oJiee ydaCTHUKaAMU
Pacuiupennsiit anroputm duddu—Xenimana

Autroputm Xbro3a

OO0OMeH KIII090oM 0e3 IpeaBapuTeIbHOTO OOMEHA JaHHBIMU
ITaTeHTHI

[TpoTOKON “CTAHUMA—CTAHUMA”

22.3. TrexmipoxoaHbii1 MpoToKoa IHIAMUPA

22.4.
22.5.

ITrotokon COMSET
I1POTOKON OBMEHA 3ALLIM®POBAHHBIMU KIIOYAMMU
bazosniii mpotokon EKE
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22.7.
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Peanmzanus nporokona EKE ¢ momomsio aroputma RSA
Peanmzanus nporokona EKE ¢ moMoiisio

cxeMbl Dib-Tamansa

Peanuzanus nporokosa EKE ¢ moMolibio ajiroputMa
JIndpdpu—Xemimana

YcoBepiieHcTBoBaHue npoTokoya EKE

Pacmmmpennslii nporokoa EKE

ITpumenenue nporokoaa EKE

SAIUIIEHHBIE TEPETOBOPHI O COTJTACOBAHWU KITIOYA
PACNPEAEJNEHUE KITIOYA JIUISI KOHOEPEHII-CBSI3U U CEKPETHOM
LU POKOBEILATEJIBHOM MEPEJAYM

Pacnpenenenue kimrodeii s KOH(GEPEeHIINNT

ITpotokon Tarebasmu—Mairyzaku—HbloMeHa

naBA 23. CIIEIIMANBHBIE AJITOPUTMEI JUTSI TTIPOTOKOJIOB

23.1.
23.2.

23.3.

23.4.

23.5.
23.6.

23.7.

Kpunrorraous ¢ HECKOJbKUMU OTKPHITBIMU KITIOYAMMU
AJITOPUTMBI PA3JEJIEHUS] CEKPETA

CxeMa UHTEPIOISLIMOHHBIX MHOTO4YJIeHOB JlarpaH:ka
BekTopHas cxema

Cxema AcmyTta—biayma

Cxema KapuunHa—Ipunu—XeimaHa

Bosee cinoxHble MOPOroBbIe CXEMBbI

PazneneHue cekpera ¢ MOIIIEHHUKaAMU

CKPBITBIN KAHAJI

CKpBITHI KaHaJl HA OCHOBE CXEMBbI
Onra-IllHoppa—Illamupa

CKpBITHI KaHaJl HA OCHOBE cXeMbl DJib-Tamarst

CKpbIThI KaHas Ha ocHoBe cxeMbl ESIGN

CKpBbITHI KaHaJl HA OCHOBe cxeMbl DSA

YHUUTOXXEHUE CKPBITOro KaHaia B cxeme DSA

Jlpyrue cxemsbl

HEOCIIOPUMBIE HW®POBBIE NOANUCU

IIpeobpasyeMble HEOCIIOPUMBIE MOATIMCH

[Toanucu, NOATBEPKIAEMBIE IOBEPEHHBIM JIMLIOM
BhIUMCIIEHUS C 3ALIMPPOBAHHBIMU JAHHBIMU

3agaya JUCKPETHOTO JIorapu(MUpPOBaHUS

ZKEPEFBEBKA C MOMOIIbIO UAEAJIBHOM MOHETHI
KepebbeBKa ¢ MOMOIbIO UAEATLHON MOHEThI M KBaApaTHBIX KOpHei
KepeObeBKa C ITOMOILBIO UASATbHONA MOHETHI M BO3BEACHUSI
B CTE€NE€Hb MO MOAYJIIO P

KepebbeBKa ¢ ITOMOILBIO UACATbHOM MOHETHI U LIeJIbIX yKcen bioma
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23.8. OTHOCTOPOHHUE CYMMATOPHI

23.9. PACKPBITUE CEKPETOB IO NPUHLUMIY “BCE UIU HUYETO”

23.10. 3AKOHHBIE U OTKA30YCTOMUYUBBIE KPUTTTOCUCTEMBI
3akoHHas cxema Jludppu—XemimaHa
Ortka3zoycroitunBas cxema JAnpdu—Xenimana

23.11. JIOKA3ATEJBCTBO 3HAHUS C HYJIEBBIM PA3TJIAIIEHWEM
JlokazaTeabCTBO 3HAHUSI JUCKPETHOTO Jjorapudma ¢ HyJIeBbIM
pasriameHueM
JloKazaTeabCTBO CIIOCOOHOCTHU B3JIoMaTh aaropuTM RSA ¢ HylneBbIM
pasmialleHueM
Z[OKaIiaTCIII)CTBO C HYJICBBIM pa3rjialliCcHUEM TOIO, UYTO N ABJIACTCA
quciioMm biaroma

23.12. CnENBIE NOAMNMUCHU

23.13. 3ABBIBUUBAS MMEPEJAYA

23.14. TAMUHBIE MHOTOCTOPOHHUWE BbIYMCAEHUS
IIpumep npotokosa

23.15. BEPOITHOCTHOE LLIM®POBAHUE

23.16. KBAHTOBASI KPUIITOTPA®US

Yacrs IV
PEAJIbHBIA MUP 753

nasa 24. IIPUMEPBI PEAJIM3ALIAT

24.1. ITroToKOJ KOMNAHUU IBM 17151 VIIPABAEHUS
CEKPETHBIMU KJIIOYUAMU
MonuduKkanust CXeMbl

24.2. CucteMa MITRENET

24.3. TEnE®@oHHbIN TEPMUHAL ISDN
Kiroun
BrizoB

24.4. STU-III

24.5. TTrotokon KERBEROS
Mopenb Kerberos
Kaxk padotaet Kerberos
VinocTtoBepeHUs
Cooobuienus Kerberos Bepcum 5
IMonydeHne mepBoOHAYaIBHOIO MaHAATa
IMonydeHne cepBepHBIX MAHIATOB
3amnpoc K cirykbe
Bepcusa 4 nporokona Kerberos
CroiikocTh npoTokosa Kerberos
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739
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JInuensun 768
24.6. CuctEMA KRYPTOKNIGHT 768
24.7. Cuctema SESAME 769
24.8. OBIIAST KPUTNITOTPA®OUYECKAS] APXUTEKTYPA IBM 770
24.9. CXEMA NTPOBEPKM NOJMMHHOCTU ISO 771
CepTudukarsl 772
I1poTokoibl ayTeHTU(DUKALIIN 774
24.10. CtangarT PEM 776
Jokymentsl PEM 777
CeptudukaTsl 778
Coobuienusa PEM 778
besomacHocTh cranmapta PEM 781
Crangapr TIS/PEM 783
IMporpamma RIPEM 783
24.11. ITPOTOKON BE3OMACHOCTU COOBLIEHMI MSP 784
24.12. ITrorraMMA PRETTY GOoOD Privacy (PGP) 785
24.13. UHTENJNEKTYAJIbHBIE KAPTOYKH 788
24.14. CTAHAAPTH KPUITTOTPAOUU C OTKPBITBIM KJTIOYOM 789
24.15. YHUBEPCAJIbHASI CUCTEMA DJIEKTPOHHBIX TNATEXEN UEPS 792
24.16. MukrocxEMA CLIPPER 794
24.17. MukpPocXEMA CAPSTONE 797
24.18. be3onacHbii1 TENE®OH AT&T MODEL 3600 TELEPHONE
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